	Subject: 
Protection of Critical Infrastructure (hereinafter: CIP)

Educational period:                                                 2018/2019 first semester


	
	Credits: 3

	Code of Subject:
KTAK164

	Responsible for topic:                                                     Prof. Dr. István Bukovics DSc.

Instructor of subject:                                                                       Dr. George Potóczki PhD.


	
	Contact hours: 12/semester

	Assesment:                 exam mark



	The aim of the training:

Students need to know the dangers, risks and challenges surrounding us in our society. Critical infrastructure protection interests make it extremely important to learn about specific concepts and to acquire the current knowledge of preventive and defense restoration.
The exact conditions for obtaining signatures and credits:

Course lectures regularly visit, the extent and consequences of the absence contained in the institutional rules. The condition of obtaining credits for successful exam 50% + 1 point. The basis of the preparation of the available literature, the available manuscripts, lectures or spoken forms of knowledges. The method of accountability can be either oral or written. The written test examination paper and essay-type (text, spreadsheet) questions may be included as well. 

Marking system: 88-100=5 (excellent);76- 87=4 (good);64- 75=3 (average);51- 63=2 (satisfactory);
0- 50=1 (fail)



	Short description

Concept, intrpretation, place and role of CI(P) both in theory and daily practise. Mission of CI(P) based on compliance requirements; special requirements of both general and functional area.

Functional division of CI; interpretation of the infrastructure, criticality, danger, chance, possibility and risk. Informtion processes implementing and related to the flow of materials and characteristics of their control.

Characterisation and categorisation of protection systems and organisations. Characteristics of CI(P) processes and organisations and their management in the different fields of both in private&business life, economical sectors and public service.



	The structure of the subject in chronological order:



	Lecture
	Content of lecture. Thematics.

	1-3
	Introduction. Basic concepts of safety. Disaster characteristics, occurrences. Conclusions from a case study. A short international and domestic history (milestones) of the critical infrastructure’s protection. Legal background, economic and social embedding. [UN, NATO, EPCIP, ECI, NCI, CIWIN, European Directives, e.t.c.]. Interpretations, Legal Definitions, Criteria, Qualified Situations. Sectors, sub-sectors of CI.

	4-6
	Natural and civilization reasons. A complex system of vulnerabilities of the CI. The most important principles and characteristics of the Defence. The Defense strategies (including European). Critical Information Infrastructure. Cyber terrorism, CI process (identification, designation), interdependencies. The role of property relations, databases. Resilience.

	7-8
	The horizontal and vertical criterias for identification and assignment. Focus on the Role of Insurance in Protecting Critical Infrastructure The situation of pre-school residential preparation in the context of critical infrastructure protection. The context of environmental protection (climate change) and critical infrastructure protection. The financing of the protection of CI.

	
	Recommended reading:
· The internet sites designated by the instructor during lectures.
Draft Final Report. Independent Levee. Investigation team. New Orleans System. Hurricane Katrina. May 22, 2006. 27 p.

http://www.ce.berkeley.edu/projects/neworleans/report/Draft/Table%20of%20Contents.pdf
https://www.dhs.gov/what-critical-infrastructure
https://www.dhs.gov/critical-infrastructure-sectors
https://ec.europa.eu/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure_en
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2006:0786:FIN:EN:PDF
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:345:0075:0082:EN:PDF
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52006DC0786&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52004DC0702&from=EN
https://ec.europa.eu/home-affairs/what-we-do/networks/critical_infrastructure_warning_information_network_en
https://ec.europa.eu/home-affairs/tags/networks-ciwin_en
https://www.me.government.bg/files/useruploads/files/ciwin_en.pdf
https://www.bsi.bund.de/EN/Topics/Criticalinfrastructures/criticalinfrastructures_node.html
https://www.tisn.gov.au/Pages/Critical_infrastructure.aspx
https://www.tisn.gov.au/Pages/Resilience.aspx
https://www.journals.elsevier.com/international-journal-of-critical-infrastructure-protection
https://en.wikipedia.org/wiki/Critical_infrastructure
https://www.forcepoint.com/cyber-edu/critical-infrastructure-protection-cip


	
	https://www.cpni.gov.uk/critical-national-infrastructure-0
https://www.bmi.bund.de/EN/topics/civil-protection/critical-infrastructure-protection/critical-infrastructure-protection-node.html
https://mtc-aj.com/library/754_EN.pdf
file:///C:/Users/user/Downloads/9783642204197-c1.pdf
https://www.rand.org/pubs/periodicals/rand-review/issues/rr-08-02/infrastructure.html
https://www.welivesecurity.com/2018/03/26/critical-infrastructure-interview/
file:///C:/Users/user/Downloads/9783319316635-c2.pdf
https://npli.sph.harvard.edu/2016/07/22/865-2/
https://www.researchgate.net/publication/301933000_Critical_Infrastructure_in_the_Future_City
https://www.dhs.gov/science-and-technology/strengthening-nation-s-critical-infrastructure
https://ercim-news.ercim.eu/en115/r-i/2117-cipsec-a-commitment-for-the-future-of-critical-infrastructures
https://issues.org/auerswald/
http://opim.wharton.upenn.edu/risk/library/WP2017July_CIRI-Phase-II.pdf
https://www.sustainability-yes.ch/en/?gclid=EAIaIQobChMI9dWqiM-43gIVB-h3Ch1ecgWAEAMYASAAEgKxbvD_BwE
Treaty of Lisbon amending the Treaty on European Union and the Treaty establishing the European Community. Lisbon, 13 December 2007 230 p.
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A12007L%2FTXT
http://publications.europa.eu/resource/cellar/688a7a98-3110-4ffe-a6b3-8972d8445325.0007.01/DOC_19
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2007:306:0042:0133:HU:PDF
http://net.jogtar.hu/jr/gen/hjegy_doc.cgi?docid=99600031.TV,

http://www.complex.hu/jr/gen/hjegy_doc.cgi?docid=99600037.TV
http://www.complex.hu/kzldat/t0900155.htm/t0900155.htm
http://www.katasztrofavedelem.hu/index2.php?pageid=szervezet_intro&lang=eng
http://katasztrofa.lap.hu/
http://ec.europa.eu/energy/nuclear/euratom/euratom_en.htm
http://www.nato.int/docu/cep/cep-e.pdf
http://www.unisdr.org/
http://search.saic.com
http://www.saic.com/search/site/critical%20infrastructure
https://www.forcepoint.com/cyber-edu/critical-infrastructure-protection-cip
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